


Are you a target?

Governments

Political organizations

Commercial interests

Hackers

EVERYONE wants your information!!

YES!!!



Info we provide wittingly and SEMI-wittingly:

Almost anything on “social media”
App user agreements
ISP service contracts

Store “loyalty” cards
“Free” subscriptions
Credit cards

They’re not exactly lying to us, but 
have we consciously consented to ... ???

Targeting
Profiling
Location tracking/analysis

Info they use and sell



Political candidates want your info

Example:  Cambridge Analytica

“uses data to change audience behavior”

Same as foreign 
intelligence!!!



“Data-Driven Campaigns”

Achieved “the most remarkable victory 
in modern U.S. political history” … 
“Analyzing millions of data points, we 
consistently identified the most 
persuadable voters and the issues they 
cared about. We then sent targeted 
messages to them at key times in order 
to move them to action.”



SCANDAL

• Cambridge Analytica allegedly stole data from
87 million FB accounts

• UK fined FB £500k (US$660k) in July for failing 
to protect privacy

• FB allegedly lied about deal with CA



Companies want your info

Mostly for marketing purposes, but very invasive

• “Individual targeting”

• “Behavioral targeting”
HOW MANY TIMES …
have you been bombarded 
with ads for something 
you searched for?



Buy something on 
Amazon

Get ads for other 
“recommended products”

EXAMPLES

Search about health 
issue on Google

Get e-mails advertising 
products

Research destination 
on TripAdvisor

See mysterious increase 
in travel ads



Common anecdote:

The grandmother bombarded with “enlargement” 
ads because a curious grandson using her 
computer clicked on a link.

Companies know more than we think



Another example:

Target Department Store knew of daughter’s 
pregnancy – and started sending customized ads –
before parents knew

• She’d used a gift card associated with 
family’s account.

Companies know more than we think

Companies often know more about intimate health 
issues than spouses know.



Companies want your info

Mostly for marketing purposes, but very invasive

• “Individual targeting”

• “Behavioral targeting”

DEVELOP PROFILES …
To figure out how to 
manipulate us … and 
“move us to action” in 
their commercial interest



Companies want your info

What they do with it Develop profile of you

Sell it to

race
income
postal code
preferences
interests
political views

advertisers
political action groups
foreign governments

(witting or not)



Like government intelligence

“Intelligence”

Influence

… information and analysis

… covert action

• collection, compilation
• patterns
• vulnerabilities, opportunities

• marketing, targeting
• manipulation



Data Mining

Imagine what a business (or hostile 
person/group/country) can do with 
information about you!

Data Mining



Data Mining

Imagine what you could 
do to a person if you 
knew his/her …

internet searches

car year and brand

home value

party registration

purchases

memberships health and family issues

education
Facebook “Likes”Facebook, Twitter, etc., posts

credit rating; debt

news diet

“extra” relationships



Isn’t it all anonymized??

Yes … and … No

Some collectors do 
not put your name 
on the data

BUT

Almost all exploiters 
make a personal profile
- cookies
- “fingerprinting”
- other techniques



1,500 pages of data from 80 
companies

• Age of boiler
• Likelihood of interest in gardening: 23.3%
• Interest in prize draws and competitions: 11%
• “Animal/nature awareness”: low
• Technology audience segmentation: "young and struggling"
• Household interest in book reading: "regular”
• At one moment was a go-getter, an idea-seeker.  Then love 

aspirer, disengaged worker
• Triggered a "Netmums - women trying to conceive" event 



Search about health 
issue on Google

Get e-mails advertising 
products

Visit ESPN website See ads on other sites for 
sports gear

Research destination 
on TripAdvisor

See mysterious increase in 
travel ads

EXAMPLES



New York Times “Privacy Project” Experiment

Purchased a series of on-line ads that revealed targeting 
profiles.



New York Times “Privacy Project” Experiment

Purchased a series of on-line ads that revealed targeting 
profiles.



Cookies

IP addresses

“Click bait”

Searches (in browser and on sites like Amazon)

Purchases

Posts on social media

E-mails 
a) through on-line services, and 
b) you open (with graphics displayed)



Cookies
“Session cookies”

• Remember what you’ve searched for, 
put in basket, etc.

• Deleted when close browser

1st party persistent cookies 

• Remember logins and preferences

Tracker cookies (3rd party persistent)

• Created and accessed by companies that 
collect against you – and pay websites 
for that privilege

They also know what site you came from.



151 . 124 . 47 . 100 IPv4 
• four numbers, each with one to 

three digits
• single dot (.) separating each 

number or set of digits 
• each from 0 to 255

Internet Protocol (IP) address

http://www.bmbs.org DNS server IP address



Click Bait



Bluetooth Beacons in stores

• Equipment provided to stores for free by Google, 
Facebook, ad companies, et al.

• Not just operated by “host” store; others 
“piggyback”

• Track how long you spend in each part of the 
store

• Used to target ads at you



How they take over

Cookies

IP addresses

“Click bait”

Searches (in browser and on sites like Amazon)

Purchases

Posts on social media

E-mails 
a) through on-line services, and 
b) you open (with graphics displayed)



Other Threats

Governments (or stolen software)

Hackers

Fake links with malware (e.g., some bad PHP)

Fake anti-virus

Spearphishing



A screenshot of the phishing email.

Provides detail to 
make it look 

credible



EXAMPLE:

Mexico, Panama, and MANY, MANY other governments.



Jamal Khashoggi

YET ANOTHER EXAMPLE?

Friend’s phone 
reportedly was taken 
over by Pegasus

Oct ‘18





Identity theft

The numbers 17.6 m Americans compromised at least 
once annually

U.S. DOJ
Bureau of Justice Statistics

The costs • Direct financial losses (avg $1,343)
• Costs to banks, vendors ($15.4 b)
• Hurt credit rating (discovered after)
• Hassles
• Hurt reputation (purchases on 

record)
• Emotional toll



Other reasons

Indirect costs: • National security
• Corporations
• Political institutions
• Non-political institutions (e.g., media)
• Credibility of democracy


