




Broader Solutions??

Update Legislation U.S. legislation dates back to 
1986 (3 years before Web)

Cooperation Public-private
International
Tech and non-tech firms 
Victims



Broader Solutions??



What YOU can do 

12 major steps experts (and I)

recommend …  

Be smart about passwords Single most important 
thing you can do  

• Change them.
• Make them unique and long.
• Protect from social engineering.
• MOST IMPORTANT:  E-mail!



12 major steps experts

recommend …  

1.  Be smart about passwords Single most important 
thing you can do  

REPEAT:  MOST important thing you can do!!

What YOU can do 



Get a dedicated password manager

Some store on-line, so can “take it anywhere”

1Password

OTHERS:
Dashlane, Enpass, Keeper, 
LastPass, LogmeOnce, 
RoboForm, and Sticky 
Password.



BTW …
Unless you plan to be in
perfect health forever, 

don’t forget to tell family 
where you’re hiding your 

master password list.



Related to that …

Do not use Facebook or other social media 
portal to enter other sites.





Don’t click on links and don’t 
open attachments!!!!!!!!!

… unless you know 
EXACTLY what they 
are

CONFIRM WITH 
ORIGINATOR 

BEFORE CLICKING!!



Use “two-factor authentication” 
wherever possible
- Or three-factor, with biometrics

Increasing

DO YOUR ROUTINE MAINTENANCE:  back up files; 
update OS; use good anti-virus, etc.

New:



Send secure text messages
whenever you can

WhatsApp, Signal, or other 
with end-to-end encryption

Protect your sensitive data ENCRYPT: PGP, 
VeraCrypt, BitLocker, etc.

STORE on removable 
drive.



White letters on black 
are original; black on 
white are code

QWERTYCARDEncryption on a card

HOW TO USE IT >>>>



1. Encode site name – e.g., “Reddit”
2. Enter username

3. Enter code on “spacebar”; your secret
word; and encoded site name – and ENTER



Make sure browser is on HTTPS sites



Use a Virtual Private Network 
(VPN)

Encryption out of 
current location

Link to good lists at 
WWW.BMBS.ORG/spyguy



Turn off your geo-locational
data unless you need it

For mobile and browsers

Cover your webcam with tape



Use TOR 
(“TheOnionRouter”) browser

Good but complex 
and lightning rod

Use DuckDuckGo Bare minimum

Go to the library Use a machine that’s not 
traceable to you (but no 
naughty stuff!)

Do sensitive searches smartly



Such as when pricing products …

Change machines or, better, IP addresses
and DELETE COOKIES between searches.

For less-sensitive searches …



GOOD PRACTICE: DeleteYour Cookies

Example: Firefox (but they’re all similar)



“Internet of Things”

Devices upon which we depend

• Electronics

• “Digital Personal Assistant”

• Appliances (including heating and A/C)

• Door locks

• Automobiles

“Alexa”
“Echo”
“Siri”







Information is power.

This is the new battlefield.

Privacy is no longer an individual right; 
it’s a national imperative.


